The Unseen Guardian: How Titan M2 Secures Your Pixel 10

1. Introduction

The forthcoming Google Pixel 10 is poised to introduce a significant evolution in
mobile technology, building upon Google's vertically integrated hardware and
software strategy. Central to this advancement is the Tensor G5 System-on-Chip
(SoC) and, critically, the Titan M2 security chip. This report provides an in-depth
analysis of the Pixel 10's anticipated core hardware and performance, display
innovations, battery life, camera system, software and user experience, connectivity,
sustainability, and design. A specialized focus is dedicated to the Titan M2, examining
its architectural intricacies, its role as a hardware root of trust, its cryptographic
capabilities, anti-tampering mechanisms, and its contributions to secure transactions
and overall threat mitigation. The objective is to elucidate how these integrated
technologies collectively establish a robust security posture for the Pixel 10,
addressing contemporary mobile security challenges.

2. Core Hardware & Performance: The Tensor G5 and
Architectural Evolution

The Pixel 10 is expected to feature the Tensor G5, a pivotal development in Google's
custom silicon journey, signifying a strategic shift in its manufacturing and design
philosophy.

2.1. Tensor G5 Architecture



The Tensor G5, codenamed "Laguna,” represents Google's first fully in-house
designed chip, moving its manufacturing from Samsung's 4nm process to TSMC's
advanced 3nm N3E process.' This transition is a direct response to historical thermal
and power efficiency challenges associated with previous Samsung-manufactured
Tensor chips.? The 3nm technology inherently offers substantial improvements,
including up to an 18% increase in speed, a 25-30% reduction in power consumption,
and a 1.7x higher logic density compared to 5nm nodes.® This foundational change is
projected to yield significant real-world gains in efficiency, thermal management, and
battery longevity for the Pixel 10, addressing long-standing user concerns.’

The CPU configuration of the Tensor G5 will be an 8-core design with a tri-cluster
layout: one high-performance Cortex-X4 prime core clocked at 3.4 GHz, five
Cortex-A725 mid-cores at 2.85 GHz, and two power-efficient Cortex-A520 cores at 2.4
GHz." The Cortex-A725 cores are particularly noted for their contribution to efficiency
and sustained performance.”

For graphics processing, the Tensor G5 is expected to transition from ARM Mali GPUs
to a dual-core Imagination Technologies IMG DXT-48-1536 GPU, operating at 1.1 GHz."
This new GPU supports Level 4 ray tracing, aiming to deliver more realistic and
immersive gaming and visual experiences with improved power efficiency." The
inclusion of a new GPU with ray tracing capabilities signifies Google's intent to
enhance the Pixel's multimedia and gaming prowess. This upgrade suggests a
strategic move to offer a more competitive visual experience, potentially attracting
users who prioritize high-fidelity graphics. The emphasis on power efficiency for this
new GPU is crucial to prevent the thermal issues seen in previous generations,
ensuring sustained high performance without excessive battery drain.”

Regarding the modem, while earlier reports indicated a switch to MediaTek °, more
recent leaks suggest the Tensor G5 will continue to utilize the Samsung Exynos 5400
modem, similar to the Pixel 9 series.” This Exynos modem has demonstrated
improvements in heat management compared to its older iterations.” The conflicting
reports regarding the modem supplier are notable; the decision to retain the Exynos
5400, despite prior rumors, implies that it has been sufficiently optimized to mitigate
previous concerns about thermal performance and efficiency. However, this may still
present a point of differentiation from competitors utilizing newer Snapdragon
modems, which have historically been perceived as more efficient.”

Looking ahead, the Tensor Gé, anticipated for the Pixel 11, is expected to transition to
TSMC's N3P process node.'” Its CPU is rumored to adopt a single unannounced Arm
Cortex-X930 and six A730 cores in a 7-core configuration, prioritizing efficiency.” The



GPU might forgo ray tracing."” A new TPU and a specialized nanoTPU are planned for
next-generation machine learning capabilities and more efficient handling of
lower-power tasks."” These architectural changes, particularly the smaller CPU
configuration and potential removal of ray tracing, suggest a strategic emphasis on
cost-efficiency and power optimization over raw peak performance. The introduction
of a dedicated nanoTPU for low-power, always-on Al tasks, such as health monitoring,
indicates a clear focus on integrating Al more deeply into ambient user experiences,
even if it means compromising on some high-end graphical features. This reinforces
Google's unique Al-first approach rather than competing directly on traditional
benchmark scores."

2.2. Performance & Efficiency Analysis

Early Geekbench 6 scores for the Tensor G5 are reported around 1323 for single-core
and 4004 for multi-core, which are lower than the Tensor G4's scores of 1950/4741."
However, projected scores are higher, reaching approximately 2200 for single-core
and 5700 for multi-core." AnTuTu 10 scores are around 1445K."” These initially lower
benchmark figures should be interpreted with caution, as they likely represent early
results from pre-release hardware or unoptimized software." The projected higher
scores and the shift to TSMC's 3nm process, known for its efficiency, suggest that the
final performance will be an improvement over the G4, even if it does not lead the
industry in raw numbers. Google's focus often lies in optimizing for real-world Al
performance rather than solely on synthetic benchmarks.™

The Tensor G5 is generally expected to lag behind flagship chips such as the
Qualcomm Snapdragon 8 Elite (Gen 4) and Apple A18 Pro in raw performance
metrics.” For example, the Snapdragon 8 Elite (Gen 4) demonstrates significantly
higher AnTuTu 10 scores (2742K vs 1445K) and Geekbench 6 scores (3155/9723 vs
2267/5712) compared to the Tensor G5.” Apple's A18 Pro also shows higher
Geekbench 6 scores (3466/8592).>° Google's consistent positioning of Tensor chips
behind competitors in raw performance benchmarks indicates a deliberate strategy.
Rather than engaging in a "spec war," Google prioritizes optimizing the chip for its
specific Al/ML workloads and integrated software experiences.” This vertical
integration allows them to deliver unique Pixel-exclusive features that differentiate
them, even if the raw numbers do not match rivals.” This approach targets a user
base that values Al-driven functionality and a seamless Google ecosystem over peak



gaming performance.

The shift to TSMC's 3nm process is the primary factor for anticipated improvements in
thermal efficiency, reduced heating, and enhanced sustained performance.? The Pixel
10 Pro and Pro XL models are expected to retain vapor chambers for cooling.” This
improved thermal management is critical for maintaining performance during
demanding Al tasks and extended usage.

For internal storage, the Pixel 10 is likely to support UFS 3.1, while the broader industry
is transitioning to UFS 4.1."” The continued use of UFS 3.1 storage, despite the industry
moving to UFS 4.1, could present a performance bottleneck, particularly for
demanding tasks that involve large data transfers, such as 8K video processing or
complex on-device Al models. This may represent a cost-saving measure or a
limitation in Google's internal component sourcing, potentially impacting overall
system responsiveness even with a more efficient SoC."

2.3. Custom IP and Vertical Integration

The Tensor G5 integrates several of Google's proprietary components, including its
custom Tensor Processing Unit (TPU) °, a fully custom Image Signal Processor (ISP) ?,
and an always-on compute (AoC) audio processor.® It also includes the Google
Emerald Hill memory co-processor and Google GXP (DSP).* Google's continued
investment in custom IP like the ISP and TPU, coupled with its vertical integration, is a
significant strategic advantage. By designing these components in-house, Google can
tightly integrate them with its software and Al models, leading to unique, optimized
experiences that competitors relying on off-the-shelf components cannot easily
replicate.”” This enables features such as advanced computational photography,
real-time on-device Al processing, and enhanced privacy by keeping sensitive data
local.*’ This approach prioritizes a differentiated user experience centered around Al.

Despite the "fully in-house" branding, the Tensor G5 still relies on licensed IP for many
basic interfaces and functions, such as USB, PCle, I13C, and display/memory
controllers.®” This is a common industry practice to balance cost, flexibility, and proven
reliability.*” While Google touts the Tensor G5 as its first "fully in-house" chip, this
primarily refers to the core architectural design and key custom components (ISP,
TPU) rather than every single IP block. Google continues to license many standard
components from third-party providers. This nuanced understanding is crucial for a



security analysis, as it means the supply chain for these licensed components must
also be considered for potential vulnerabilities, even if the core design is Google's
own.

3. Display Innovations: Visuals and User Comfort

The Pixel 10's display is expected to feature several advancements aimed at
enhancing visual quality and user comfort.

3.1. Advanced Display Technology

The Pixel 10 is expected to feature an OLED display. The base model is rumored to
have a 6.3-inch screen with a 120Hz refresh rate.’® Pro models may feature LTPO
AMOLED technology, allowing for a variable refresh rate ranging from 1-120Hz. This
capability dynamically adjusts the refresh rate based on content, significantly
improving power efficiency by reducing it for static images while maintaining
smoothness for dynamic content.* The adoption of LTPO technology, particularly for
the Pro models, is a crucial advancement for both user experience and battery life. A
variable refresh rate allows the display to dynamically scale down to as low as 1Hz for
static content, drastically reducing power consumption without compromising
smoothness for dynamic content. This directly contributes to the overall power
efficiency gains expected from the Tensor G5.*

Peak brightness is rumored to reach up to 2700 nits * or 3000 nits ', with some leaks
suggesting over 3500 nits.* This enhanced brightness will significantly improve
outdoor visibility and the quality of HDR content. A notable improvement is the
expected increase in PWM (Pulse Width Modulation) dimming rate from the Pixel 9's
240Hz to over 1920Hz.* This change aims to reduce eye strain and discomfort for
users sensitive to screen flicker, bringing Pixel displays closer to industry best
practices and competitors like Samsung's Galaxy S25.% The significant increase in
PWM dimming frequency directly addresses a common concern for users sensitive to
screen flicker. By adopting a much higher frequency, Google is prioritizing user
comfort and health, making the display more accessible and comfortable for a wider



range of users.*

The display is also rumored to support 100% DCI-P3 + Rec. 2020 color accuracy *,
offering a wider and more vibrant color reproduction for media consumption and
content creation. The base model is expected to have an FHD+ resolution of
2400x1080px, resulting in 418 PPI.*

3.2. Design and Durability

The Pixel 10 is expected to maintain a design language consistent with its
predecessor, featuring flat edges and the distinctive horizontal camera bar of the
Pixel 9 series.*® Subtle refinements may include a slightly thicker profile * and
potentially more refined curves.”

The phone will likely feature a glass back protected by Corning Gorilla Glass Victus 2
and an aluminum frame.*’ The Pixel 10 Pro XL might upgrade to Gorilla Glass Victus 3
for enhanced drop resistance.*’ The device is expected to maintain an IP68 dust and
water resistance rating.*°

Color options for the base Pixel 10 are rumored to include Ultra Blue, Limoncello, Iris,
and Midnight. The Pro/XL models may offer Sterling Gray, Light Porcelain, Midnight,
and Smoky Green. The Pixel 10 Pro Fold is expected in Smoky Green and Sterling
Gray.>” Some traditional Pixel colors like Obsidian and Porcelain might be
discontinued, with a "light" version replacing Porcelain.

An enhanced ultrasonic fingerprint sensor is expected, offering faster and more
reliable recognition, especially with wet or unclean fingers. This complements
Google's Class 3 biometric facial recognition.>* The upgrade to a faster ultrasonic
fingerprint sensor, alongside retaining Class 3 biometric facial recognition, highlights
Google's commitment to flexible and robust user authentication. This dual-biometric
approach provides convenience and enhances security for sensitive tasks like banking
and digital payments.> Haptic feedback is also expected to be improved, potentially
offering more immersive and intuitive interactions.*> The improved haptics, while
seemingly minor, contribute to a more premium and intuitive user experience,
providing tactile feedback that can enhance usability and accessibility.



4. Battery Life & Charging: Powering On-Device Intelligence

Battery performance and charging capabilities are critical aspects of the Pixel 10, with
key improvements driven by the Tensor G5's efficiency.

4.1. Battery Capacity and Efficiency

Expected battery capacities are largely similar to the Pixel 9 series: around 4,700mAh
for the Pixel 10 and 10 Pro, and 5,060mAh for the Pixel 10 Pro XL.® The strategy for
improving battery life in the Pixel 10 series is primarily centered on chip efficiency
rather than significantly larger battery capacities. The primary driver for improved
battery life will be the Tensor G5's enhanced power efficiency, resulting from the shift
to TSMC's 3nm process.? This is expected to deliver "all-day battery life".® This
indicates a mature design approach where power optimization at the silicon level is
seen as more impactful than simply increasing battery size, which can add bulk and
weight.

While the Exynos 5400 modem used in the Pixel 10 has shown improvements over
older Exynos versions in heat management, its efficiency compared to leading
Snapdragon modems could still influence overall battery drain.®

4.2. Charging Technologies

The Pixel 10 and 10 Pro are likely to charge up to 55% in 30 minutes using Google's
45W charger, with the base model potentially capped closer to 30W. The Pixel 10 Pro
XL may achieve up to 70% charge in 30 minutes.®

Qi2 wireless charging is expected, supporting up to 15W speeds with magnetic
alignment for better efficiency and reduced heat.? However, internal magnets might
not be included, potentially requiring a compatible case for full functionality.”* Leaks
suggest support for up to 60W wireless charging via a ConvenientPower CPS4041
chip.®



Intelligent charging features, such as Adaptive Charging, are designed to learn user
habits and minimize the time the battery spends fully charged, thereby prolonging its
lifespan. Users will also have the option to limit charging to 80% to further preserve
battery health.°

5. Camera System: Al-Driven Computational Photography

The Pixel 10's camera system is anticipated to feature significant advancements,
heavily leveraging Google's Tensor G5 and Gé chips for enhanced computational
photography and video capabilities.

5.1. Hardware Configuration

For the first time, the base Pixel 10 may feature a triple-camera array, including a
telephoto lens.*' The main sensor for the base Pixel 10 is rumored to be a 50MP
Samsung GN8, which would be a downgrade from the Pixel 9's ISOCELL GNV.
Conversely, the Pixel 10 Pro and Pro XL may retain the 50MP ISOCELL GNV.*® The
ultrawide camera for the base model is expected to be a 13MP Sony IMX712, while Pro
models might use a 48MP Sony IMX858.°> A 10.8MP Samsung telephoto lens is
rumored for the base Pixel 10 ¢?, with Pro models potentially retaining a 48MP 5x
periscope telephoto lens.*’ A notable addition is the capability for telephoto lenses to
take macro shots (tele-macro).*® The front camera is expected to be 10.5MP “° or an
1MMP ISOCELL 3J1.%3

5.2. Al/ML-Powered Imaging Features

The Pixel 10 and 11 are expected to introduce a suite of Al/ML-powered imaging
features:

e Video Generative ML: This feature will enable post-capture Al-based intuitive
video editing within the Photos app, with potential integration into YouTube



Shorts.®® This functionality is made possible by the Tensor G5's improved TPU.%®

e Speak-to-Tweak: This tool will allow users to make photo adjustments using
voice commands.®®

e Sketch-to-Image: This feature will transform sketches or drawings into fully
rendered images.®® The Tensor G5 is expected to support on-device Stable
Diffusion-based models for this capability.®®

e Magic Mirror: Described as selfie-altering Al trickery, though specific
functionalities remain unclear.™

e 100x Zoom: Machine learning-powered zoom for both photos and videos is
anticipated, supported by a "next-gen" telephoto camera.®

e Ultra Low Light Video (Night Sight Video): This feature will enable on-device
processing for video recording in very low-light conditions (5-10 lux), eliminating
the need for cloud processing that is currently used.®® This is made possible by a
"Cinematic Rendering Engine" within the Tensor Gé's image signal processor.’™

e Cinematic Blur with Lighting Controls (Video Relight): The Pixel 11 is expected
to support 4K30 video with a "video relight" capability, allowing changes to
lighting conditions in videos. This feature will also be more power-efficient,
reducing power consumption by almost 40% during recording with blur effects.®
This is also powered by the Cinematic Rendering Engine in the Tensor Gé's ISP.”®

These advancements are a direct result of Google's continued investment in custom
IP like the ISP and TPU, coupled with its vertical integration. By designing these
components in-house, Google can tightly integrate them with its software and Al
models, leading to unique, optimized experiences that competitors relying on
off-the-shelf components cannot easily replicate.?”” This enables features like
advanced computational photography, real-time on-device Al processing, and
enhanced privacy by keeping sensitive data local. This approach prioritizes a
differentiated user experience centered around Al.

5.3. Advanced Video Capabilities

The Tensor G5 will support 4K 60fps HDR video recording, a significant upgrade from
the 30fps limit on the Pixel 9."” The Tensor G5 also supports 8K at 30FPS and 4K at
120FPS for both video capture and playback."” The Pixel 10 series is also expected to
offer gimbal-level video stabilization, providing exceptionally smooth footage without
external hardware.®*



6. Software & User Experience: The AI/ML Core

The Pixel 10's software and user experience will be deeply intertwined with Android 16
and the advanced Al/ML capabilities of the Tensor G5.

6.1. Android 16 and UI/UX

The Pixel 10 series is expected to launch with Android 16 pre-installed.*® This will bring
a new Ul/UX based on Material 3 Expressive design, featuring smoother animations,
smarter theming, and a more interactive feel.”* Users can expect dynamic themes that
adapt to their wallpaper, more vibrant color options, and smarter widget
suggestions.’ Performance optimizations include "Parallel Module Loading" for up to
30% faster boot times.*” The Always On Display is expected to be highly customizable
with different clock styles, themes, brightness, and color options.™

6.2. On-Device AI/ML Capabilities

Google's on-device Al/ML capabilities are a cornerstone of the Pixel 10's user
experience:

e Pixel Sense Al Assistant (Magic Cue): A new Al assistant, initially leaked as
"Pixel Sense" and now referred to as "Magic Cue," will offer proactive suggestions
based on user behavior, app usage, recent screen activity, and Google Account
information (Gmail, Calendar, Keep, Tasks, Contacts, Messages, Screenshots).”
This feature operates on-device in a secure, isolated environment.®°

e Gemini Nano with Multimodality: Building on the Pixel 9's capability (Tensor
G4), the Pixel 10 is expected to continue leveraging Gemini Nano with
Multimodality, allowing the phone to understand and process text, image, audio,
and speech inputs.*

e Real-time Translation: Live Translate will continue to provide real-time
translation for text messages and media (audio, video, calls) directly on-device,



leveraging the Tensor chip's capabilities.*® An improved Interpreter mode
supporting 48 languages is also noted.*

Call Screen & Spam Detection: Al-powered Call Screen will filter and decline
spam and robocalls, detecting suspicious conversation patterns in real-time.®
New in-call protections are designed to prevent users from taking risky actions
during calls with non-contacts.®” Enhanced protection for banking apps is being
piloted.®

Gboard Al: Gboard will feature custom stickers generated with Al (Pixel Studio).”
Federated learning will continue to enhance autocorrect and suggestions while
preserving user privacy by keeping data on-device.?®

6.3. Ecosystem Integration & Continuity

The Pixel 10 will offer enhanced integration across the Google ecosystem:

Bluetooth LE Audio: Android 15 introduces support for LE-ACL and LE-ISO
transport mechanisms for head tracking data, improved audio quality with the
LC3 codec, multi-stream audio, and Auracast.’”® This includes new features for
hearing aids.”

Fast Pair: Simplifies the pairing process for Bluetooth accessories.”
Ultra-Wideband (UWB): The Pixel 10 may include UWB support for faster file
sharing and precise location tracking, building on its presence in previous Pixel
models.*

Wear OS Integration: Seamless integration with Wear OS for notifications, calls,
Google Assistant, Google Wallet, YouTube Music, and Google Home controls is
expected.'”’ The Pixel Watch 5 is also anticipated to receive a custom Tensor
chip."”

Chromecast/Google TV: Pixel phones can cast screen content to display
devices.'” The Pixel Tablet already comes with a Google TV widget, suggesting
continued integration.

Cross-device Features: A "Pixel VIPs" widget will display recent messages and
calls across various messaging apps (including WhatsApp), birthdays, and shared
locations for important contacts.”” App archiving and unarchiving will be
supported.”™ Users will also be able to save app pairs for split-screen
multitasking.”



6.4. Personal Safety Features

Leveraging the Tensor chip's Al capabilities, the Pixel 10 will enhance personal safety:

e Car Crash Detection: The device will continue to use location, motion sensors,
and ambient audio to detect car accidents and automatically contact emergency
services if the user is unresponsive.®

e Emergency SOS: A quick press of the power button five times can trigger an
alarm, dial 911, share real-time location, and record video.*

e Safety Check: This feature allows users to schedule check-ins; if a check-in is
missed, the device automatically enters Emergency Sharing mode and broadcasts
the user's location to pre-selected contacts.®

e Earthquake Early Warning: Pixel phones can send alerts seconds before an
earthquake, providing time to seek safety.®®

e NanoTPU Health Monitoring: The Tensor Gé's nanoTPU is expected to power
background health-related features such as the detection of agonal breathing,
cough, snore, sneeze, sleep apnea, fall detection, gait analysis, and sleep stages
monitoring." It will also support activity tracking tools for runners."”

7. Sustainability & Design: Environmental Responsibility

Google's commitment to sustainability is increasingly integrated into the design and
manufacturing of its Pixel devices.

7.1. Eco-Friendly Materials

Google has committed to using recycled or renewable materials in at least 50% of all
plastic across its hardware products by 2025.'°* Furthermore, product packaging is
targeted to be 100% plastic-free and 100% recyclable by the same year."** Previous
Pixel models, such as the Pixel 5, featured back covers made with 100% recycled
aluminum.’®* More recently, the Pixel 8's aluminum housing is 100% recycled content,



with the device itself made with at least 23% recycled materials by product weight.'*®
The Pixel Tablet is reported to be made with over 30% recycled materials and features
100% recycled aluminum in its enclosure.’®

The focus on incorporating recycled materials not only supports Google's
sustainability commitments but also encourages supply chain partners to invest in and
develop these types of materials for wider industry adoption.'®* This comprehensive
approach aims to reduce e-waste and promote a more circular economy in consumer
electronics.

The carbon efficiency of Al chips is another area of focus. Google's Trillium TPUs are
three times more carbon efficient than previous generations, largely due to more
efficient hardware design. Operational electricity emissions constitute over 70% of a
TPU's lifetime emissions, underscoring the critical importance of improving the energy
efficiency of Al chips and reducing the carbon intensity of the electricity that powers
them.'@® This highlights a broader commitment to sustainable Al development.

7.2. Overall Design Philosophy

The design philosophy of the Pixel 10 balances refined aesthetics with robust
durability. The consistent design language, featuring flat edges and the distinctive
camera bar, contributes to a recognizable brand identity.*® The integration of
advanced display technologies, such as high refresh rates and improved PWM
dimming, prioritizes both visual quality and user comfort.*? The use of Gorilla Glass for
display and back protection, along with an IP68 rating, ensures resilience against
everyday wear and environmental factors.*® The enhanced ultrasonic fingerprint
sensor and improved haptics further contribute to a premium and intuitive user
interaction, reflecting a holistic approach to design that considers both form and
function.>

8. How Titan M2 Secures Your Pixel 10: A Deep Dive for Security
Specialists



The Titan M2 security chip is a cornerstone of the Pixel 10's multi-layered security
architecture, providing a hardware-rooted foundation for protecting sensitive data
and critical system processes.

8.1. Titan M2 Architecture & Design Principles

The Titan M2 is a physically and logically separate, custom-designed, discrete security
chip, distinct from the main application processor (AP)."°® This architecture ensures it
does not share resources like memory or cache with the main processor, enhancing
its isolation.”®” The chip is based on a custom RISC-V CPU architecture, a notable
evolution from the ARM processor used in the original Titan M."%®

The Titan M2 contains its own dedicated memory (RAM, flash), Read-Only Memory
(ROM), a cryptographic accelerator, and a hardware random number generator. It runs
its own minimal operating system, often referred to as a microkernel, which is based
on Chromium Embedded Controller (EC)."*° This limited firmware size significantly
reduces the software attack surface compared to a full operating system."®
Communication with the main SoC's Application Processor (AP) occurs via the Serial
Peripheral Interface (SPI) bus."®

The Titan M2 has undergone rigorous independent validation and certification. It has
been tested against the highest hardware vulnerability assessment standard,

AVA VAN.5, by an independent, accredited evaluation laboratory.'® It is also Common
Criteria certified.®® Furthermore, the Titan M2 is validated by the National Institute of
Standards and Technology (NIST) FIPS Cryptographic Algorithm Validation Program
(CAVP) for a comprehensive suite of cryptographic algorithms, including AES-CBC,
AES-CMAC, AES-CTR, AES-ECB, AES-GCM, ECDSA, HMAC-SHA2, KDF SP800-108,
RSA, SHA2, and TDES.

When comparing the Titan M2 to other secure hardware solutions like Apple Secure
Enclave and Microsoft Pluton, key architectural differences emerge. Secure Elements
(SEs) like the Titan M2 are physically isolated hardware components designed for
cryptographic operations and sensitive data, offering strong tamper-resistance.
Trusted Execution Environments (TEEs) are isolated areas within the main chipset,
while Trusted Platform Modules (TPMs) are dedicated hardware for crypto
calculations, often separate ICs."” Apple's Secure Enclave is integrated into the SoC
but isolated ™', whereas Titan M2 is a completely separate chip, not part of the main



SoC." This external coprocessor model for Titan M2 provides a higher level of
isolation and attack surface reduction compared to TEEs (like ARM TrustZone) that
share resources within the main CPU."° This physical separation is crucial for
mitigating hardware-level exploits such as Rowhammer, Spectre, and Meltdown."®
Microsoft's Pluton, in contrast, is designed to be incorporated directly into other chips
(SoC) rather than being a standalone component like Titan." Pluton can function as a
TPM 2.0 "%, but it does not independently control or intercept CPU execution; it relies
on the operating system to request signature verification."” The distinct design of
Titan M2 as a physically separate chip offers a more robust defense against certain
classes of attacks by minimizing shared attack surfaces.

8.2. Hardware Root of Trust & Secure Boot Chain

The Titan M2 serves as the foundational Hardware Root of Trust (RoT) for the Pixel 10,
upon which all other security features are built.'”” This means that the integrity of the
device's boot process and subsequent operations fundamentally relies on the
trustworthiness of the Titan M2.

It plays a critical role in the secure boot chain, specifically Android Verified Boot. The
Titan M2 ensures that the system software has not been tampered with.'” It verifies
the bootloader and actively prevents the rollback to older, potentially vulnerable
operating system versions.'*? This "first-instruction integrity" ensures that from the
very first instruction, the boot firmware and OS are known and verified.

The Titan M2 performs cryptographic measurements of boot firmware and OS
components throughout the boot process.'® These measurements are then used for
attestation services, which prove the trustworthiness of the device and detect any
persistent malware infection or tampering.”° This includes verifying the device's
identity and assuring that no unauthorized modifications or downgrades have
occurred.™

For firmware updates, the Titan M2's own firmware is cryptographically signed with a
security version number (SVN) and verified at boot time. New credentials issued to the
device are bound to higher SVN versions, preventing older, vulnerable firmware from
decrypting them.'” Similarly, the Application Processor's (AP) firmware is
cryptographically signed and verified by the Titan M2 as part of the platform boot
process, mitigating attacks that attempt to install persistent backdoors or render the



platform unbootable.™

8.3. Cryptographic Capabilities & Key Management

The Titan M2 possesses extensive cryptographic capabilities, validated by NIST FIPS
CAVP for a wide array of algorithms. These include symmetric ciphers like AES-CBC,
AES-CMAC, AES-CTR, AES-ECB, AES-GCM, and TDES-CBC/ECB. It also supports
asymmetric cryptography with ECDSA (KeyGen, KeyVer, SigGen, SigVer based on
FIPS186-4/5) and RSA (KeyGen, SigGen, SigVer based on FIPS186-4/5). Hashing
functions such as HMAC-SHA2 (256, 384, 512) and SHA2 (256, 384, 512), along with
HMAC DRBG and KDF SP800-108, are also validated.

The chip incorporates a sophisticated key hierarchy.™® During the manufacturing
process, each Titan M2 chip generates unique key material, which is then certified and
stored in secure registry databases.'” This hardware-bound key derivation ensures
that keys are generated randomly and securely written to the chip, never being
directly readable or extractable. The chip itself performs decryption operations,
meaning the sensitive key material never leaves the secure boundary of the Titan
M2."* This design prevents offloading brute-force attacks, as the key derivation
process is rate-limited and tied to the hardware.

The Titan M2 supports Android StrongBox, which provides a dedicated and secure
storage space for cryptographic keys used by third-party applications.’*® Within the
Android Keystore system, key material never enters the application process and can
be bound directly to the secure hardware (TEE/SE), protecting it from extraction even
if the Android OS is compromised.™® The Titan M2 also manages the entire key
lifecycle, including generation, storage, usage, and revocation, with strict access
controls to prevent unauthorized use.'

8.4. Anti-Tampering Mechanisms

The Titan M2 integrates multiple robust anti-tampering mechanisms to defend against
physical and software-based attacks:

e Firmware Protection: The chip's firmware cannot be changed or updated



without the device's pattern or PIN.'®’ This prevents unauthorized modification of
the chip's core operations.

e Brute-Force Rate Limiting: For lock screen attempts, a hardware-level
brute-force rate-limiting feature is implemented. This introduces exponentially
increasing delays after unsuccessful unlock attempts (e.g., a 30-second delay
after 5 failed attempts, escalating to an 86,400-second delay after 140
attempts).'”” This significantly hampers brute-force attacks against user
credentials.

e Side-Channel Attack Resistance: The chip is hardened against sophisticated
side-channel attacks, such as power analysis and voltage fluctuations, which
attempt to infer secret data by monitoring physical characteristics of the chip's
operation.'”

e Physical Attack Hardening: The Titan M2 is housed in a secure,
tamper-resistant package, making it difficult to physically access its internal
components.’”? It is designed to resist physical attacks aimed at extracting
firmware and secret key material."®

e Insider Attack Resistance: To load new firmware onto the Titan M2, the phone
must be unlocked by the user. This design makes it significantly more challenging
for an insider or attacker to create and load custom, malicious firmware onto the
chip."

e Bootloader Unlock Safeguards: The Titan M2 actively protects against malicious
attempts to unlock the bootloader, preserving the integrity of the secure boot
process.'”

e Memory Protections: The Titan M2's operating system enforces strict memory
protections. Its code section is Read-Only, and data and stack sections are Not
Executable. Furthermore, individual tasks running on the chip are isolated from
each other, with each task only able to read/write its own stack and globals. Each
task also has an isolated file system on the secure flash.™°

8.5. Secure Transactions & Authentication

The Titan M2 significantly enhances secure transactions and user authentication on
the Pixel 10.

e Android Protected Confirmation (APC): The chip supports Android Protected
Confirmation, a protocol that enables users to confirm sensitive transactions (e.g.,
payments, electronic signing) on a Trusted User Interface (TUI) within the Trusted



Execution Environment (TEE). Keys for these transactions are generated and
stored securely on the hardware, and the integrity of the trusted environment is
certified via attestation.’® APC is designed to be compliant with Payment Card
Industry Data Security Standard (PCI DSS) requirements, offering a high level of
assurance for financial and other critical operations.'*

FIDO2/WebAuthn Support: The Titan M2 supports the universal FIDO
authentication standard, enabling phishing-resistant and passwordless logins
using public key cryptography (WebAuthn)."*? Private keys generated for FIDO2
authentication are stored securely within the Titan M2 and never leave the device,
providing strong protection against phishing attacks and credential theft.™’

NFC Payment Security: The Titan M2 is tested against the international gold
standard used for identity, SIM card, and bank card security chips.'*? This
certification underscores its role in securing NFC-based mobile payments. Google
Pay, leveraging the secure elements, requires the device to be unlocked with a
fingerprint, pattern, or PIN, and uses a Virtual Account Number to protect actual
card details during transactions."’

8.6. Threat Mitigation & Supply Chain Security

The Titan M2 contributes to a multi-layered defense against various mobile attack
vectors.

Zero-day Exploit Defense: Google's investment in exploit mitigations, in which
Titan M2 plays a role, has led to a notable decrease in observed zero-day
exploitation targeting mobile operating systems.'** The Titan M2's design, which
reduces the attack surface and provides a secure, isolated environment for
critical operations, makes it inherently more resilient to unknown vulnerabilities.
Hardware-Assisted Malware Detection: While the Titan M2 itself is not a
general-purpose malware detection engine, its secure environment and
cryptographic capabilities can support hardware-assisted malware detection
mechanisms. Google Play Protect, which scans billions of apps daily, utilizes
machine learning models on Pixel devices for on-device malware detection,
employing privacy-preserving technologies like federated analytics.®® The Titan
M2's ability to attest to the integrity of the OS and applications provides a
foundational layer for such software-based detection systems.

Supply Chain Attack Mitigation: Google designs its Titan hardware in-house to
minimize the chances of hardware backdoors.””® The manufacturing process for
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Titan chips includes a custom provisioning process that provides Google with
transparency and control from the earliest silicon stages, addressing supply chain
security concerns."® Furthermore, Google's broader Titanium hardware security
architecture, which includes components similar to Titan, helps ensure the
authenticity of hardware and the integrity of firmware and software, whether from
Google or third-party suppliers, thereby mitigating physical supply chain risks.™
Secure Elements like Titan M2 are crucial for supply chain protection by enabling
verification of component authenticity at every stage.'

8.7. Developer APIs for Secure Applications

Developers can leverage the Titan M2's capabilities through Android's security APIs to
build more secure applications.

Android Keystore: The Android Keystore system allows developers to store
cryptographic keys in a secure container, making them difficult to extract from the
device. Keys can be restricted in their usage, and their material never enters the
application process, enhancing protection against compromise.'®

StrongBox API: Developers can explicitly request that keys be stored in the
StrongBox KeyMint, which is backed by the Titan M2, using methods like
setlsStrongBoxBacked().”* While StrongBox offers the highest level of security,
particularly against physical tampering and side-channel attacks, it is noted to be
slower and more resource-constrained, making it suitable for applications
requiring the utmost security.”®

App Attestation: The Auditor app, and similar mechanisms, utilize
hardware-based security features, including StrongBox and the Titan M2, to
validate the identity of a device and the integrity of its operating system. This
allows applications to verify that they are running on a trustworthy, untampered
platform.™” Key attestation provides signed results that include the verified boot
state, enabling robust remote verification.™'

Android Protected Confirmation API: Developers can use this API to generate
asymmetric signing keys and require explicit user confirmation for sensitive
transactions. This ensures, with high confidence, that the user has seen and
agreed to a specific statement, with the signature cryptographically bound to the
hardware.

General Best Practices: Android provides security best practices for developers,
including minimizing permission requests, securely storing credentials (e.g., using



Credential Manager and passkeys instead of storing passwords directly),
enforcing secure communication protocols (HTTPS), and regularly updating app
dependencies to mitigate vulnerabilities.™?

9. Conclusion

The Google Pixel 10 represents a significant stride in mobile technology, driven by
Google's strategic vertical integration and a profound emphasis on on-device Al and
hardware-backed security. The shift to TSMC's 3nm process for the Tensor G5 is a
foundational improvement, promising substantial gains in power efficiency, thermal
management, and sustained performance, directly addressing historical challenges.
While raw benchmark performance may still lag behind some competitors, Google's
deliberate focus on optimizing the Tensor G5 for its unique Al/ML workloads and
integrated software experiences positions the Pixel 10 as a highly differentiated
device. This optimization enables a suite of advanced computational photography
features, real-time on-device Al capabilities, and enhanced privacy by processing
sensitive data locally.

Display innovations, including potential LTPO technology and significantly improved
PWM dimming, underscore a commitment to both visual quality and user comfort.
Battery life is expected to see meaningful improvements through chip efficiency rather
than just increased capacity, complemented by advancements in wired and wireless
charging. The camera system, with its rumored triple-lens setup and Al-powered
features like Video Generative ML and Ultra Low Light Video, aims to redefine mobile
imaging. The software experience, powered by Android 16 and a new Al assistant, will
offer deeper personalization, seamless ecosystem integration, and robust personal
safety features.

At the core of this secure ecosystem is the Titan M2 security chip. Its physically
separate, RISC-V based architecture provides a robust hardware root of trust,
ensuring secure boot, cryptographic integrity, and tamper resistance against
sophisticated attacks. The Titan M2's extensive cryptographic validations,
sophisticated key management, and hardware-level anti-tampering mechanisms
(including brute-force rate limiting and firmware protection) establish a formidable
defense. Its support for Android StrongBox, Android Protected Confirmation, and
FIDO2/WebAuthn further solidifies secure transactions and phishing-resistant



authentication. Google's in-house design and controlled provisioning process for
Titan M2 also enhance supply chain security, mitigating the risk of hardware
backdoors.

In essence, the Pixel 10 is not merely an incremental upgrade but a testament to
Google's vision of a deeply integrated, Al-centric, and inherently secure mobile
platform. The synergistic relationship between the Tensor G5 and the Titan M2 creates
a device that prioritizes user privacy, data protection, and a uniquely intelligent user
experience, even as it navigates the competitive landscape of mobile hardware.
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